Instructions for setting up two-factor authentication (2FA) for 0365 services

1. Loginto https://www.office.com/ .

B® Microsoft

Sign in

Email, phone, or Skype

No account? Create one!

Can't access your account?

Q Sign-in options

Email: name.surname@upr.si
Password: for Microsoft services (same as SIS)

2. You will see this window:

" Microsoft

More information required

Your organization needs more information to keep
your account secure

Use a different account

Learn more

Contoso

Click next.



3. The following webpage will appear:

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

@ Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next".

| want to use a different authenticator app

()

a. If you wish to use the Microsoft Authenticator app for
authentication, click Next. You need to install the Microsoft
Authenticator app on your mobile phone if you haven't already.
To add an account to the app, see point 4 below for further
instructions.

b. To choose a different sign-in method (SMS), click "l want to set up
a different method". See point 5 below for further instructions.



4. When installing the Microsoft Authenticator app, make sure to enable
app notifications. After that, open the app, click "Add Account”, and
select Work or School.

V.4 002

Skip

A o

Secure Your Digital Life

= Sign in with Microsoft

signed in with Microsoft, all stored

s, and other autofill info will be
available on this device

‘B Add work or school account
%9 Scan a QR code
.

Restore from backup

Next, click on Scan a QR code:

Add work or school account

@g Scan a QR code ,

()  Signin

CANCEL

Afterwards, allow the app to access your phone’s camera.



Return to your computer. Click next:

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Set up your account

I If prompted, allow notifications. Then add an account, and select “Work or school". I

Lwant to set up a different method

A window with a QR code will appear. Scan it using the camera through the
app on your mobile phone.

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After vou scan the QR code, choose “Next".

‘ Can't scan image?




Your Microsoft account is now added to the app. Click Next.
An installation test will follow. A two-digit number will appear on your
computer:

Microsoft Authenticator

Let's try it out

v/

Approve the notification we're sending to your app by entering the number shown below.

67

Back

| want to set up a different method

A notification from the Microsoft Authenticator app will appear on your
mobile phone. Tap on it. In the window that opens on your mobile phone,
enter the two-digit number from your computer and click Yes.

@ Are you trying to sign in?

Contoso
rob@contoso.com

Enter the number shown to sign in

NO, IT'S NOT ME

| CANT SEE THE NUMBER




Return to your computer. Click next:

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Notification approved

v

| want to set up a different method

Click done:

Success!

Great job! You have successfully set up your security info. Choose "Done" to continue signing in.

Default sign-in method:

()
Microsoft Authenticator

Your Microsoft account has been successfully linked to your mobile device.



5. To set up a different sign-in method, click on Phone:

Choose a different method ¥

Microsoft Authenticator
@ Approve sign-in requests or use one-
time codes

Hardware token
Receive a code to reset your password

Phone
Get a call or text to sign in with a cod

The following window will appear:

Keep your account secure

Method 1 of 2: Phone

o 2

Phone App password

Phone

You can prove who you are by answering a call on your phone or receiving a code on your phone.

What phone number would you like to use?

[United States (+1) V] Enter phone number

@ Receive a code

O Call me

Message and data rates may apply. Choosing Next means that you agree to the Terms of service and Privacy
and cookies statement.

| want to set up a different method



In the first field, select the country of your phone number, and in the second
field, enter your phone number (omit the leading zero).
Leave "Receive a code" selected. Click Next.

Method 1 of 2: Phone

@ 2

Phone App password

Phone

You can prove who you are by answering a call on your phone or receiving a code on your phone.

What phone number would you like to use?

‘ Slovenia (+386) v 12345678

=~ .
(@) Receive a code

Call me

Message and data rates may apply. Choosing Next means that you agree to the Terms of service and Privacy

and cookies statement.

| want to set up a different method

You will receive a 6-digit code via SMS on your mobile phone. Enter the code
into the field and click Next. In the next window, click Done.

Method 1 of 2: Phone

@ 2

Phone App password

Phone

We just sent a 6 digit code to +386 12345678. Enter the code below.

Enter code

Resend code

‘ Back ‘
| want to set up a different method

Your Microsoft account has been successfully linked to your mobile device.



